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Frequents Company: Everything
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Asana(Sign in with Google)

) Office 365

Office 365 V2

Quest

Quest Support
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81 Partner
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Twitter
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facebook.
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GoDaddy
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VERITAS Support

Veritas support
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(Score)

76AR 9% logged into Onelogin

Risk Reasons

Performed by oA 3R

IP address 36. 253

When 2 months ago (04-Feb 21:25)

User oh 3R

Risk Score Risk: (44/100)

Risk Level Smart Access:Low / Smart MFA:Medium

« Chrome on Android is used infrequently

= Accessed from a new IP address

« Accessed from a new browser session

« Infrequent access from 36.231.12.253

» Infrequent access from New Taipei, New
Taipei, Taiwan

« Low trust for session

« Infrequent access using Chrome on Android
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Select a Directory Type

> IR5RIR
® AD
® Entra ID (AAD)
® G-Suite
® LDAP
® Hi3SaaS HR %4
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Active Directory

Install OnelLogin's Active Directory
Connector, which synchronizes users in
real-time and enables authentication
against AD. All communication is done
over outbound SSL and does not require
firewall changes.

LDAP via SSL

Authenticate users against any LDAP
server using LDAP or LDAP/SSL.
Synchronize users from LDAP into
OneLogin.

Workday Custom Reports

Use Workday as your system of record for
employees. Users are periodically
imported into OnelLoqin via Workday's

Active Directory

,/Q‘\
‘pﬁé’
Novell

workday

Google Workspace

Users are periodically synchronized
during the day and users are
authenticated against Google Workspace
using their Google password.

LDAP via Connector

Install OneLogin's LDAP Connector, which
synchronizes users in near real-time and
enables authentication against LDAP. All
communication is done over outbound
SSL and does not require firewall
changes.

UltiPro

Use UltiPro as your system of record for
employees. Users are periodically
imported into OneLogin.

Google Workspace

_4,\\%/
¢$:?
Novell
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Authentication Factors /
Select a Strong Authentication Factor

OnelLogin gﬁ%i

¥ Windows Z2#

[ ]
OnelLogin Protect = o nelo I n OnelLogin Se E
OnelLogin, Inc. \ g OnelLogin, Inc.

Free mobile solution that allows users to by IDENTITY cpéﬂa}(\::;:qtzgiz :ﬁ J':I% % 1&%??% )\ US B E} 1‘% o

submit their one-time password by
pressing a button. Available on iPhone

and Android

SBE 90 257 23k

EEFNBREER
WebAuthn OneLogin Email
OneLogin, Inc.

OneLogin, Inc.

WebAuthn allows users to register and
authenticate using an ‘authenticator’ such

as fingerprint, face scan and USB key @ OneLogin Ema”

OnelLogin sends a
the user’s email ac

CapslLock
@ WebAuthn_02

Partners

@ WebAuthn_01

Duo Security YubiKey
Duo Security, Inc. Yubico
Provides two-factor authentication over Authenticator is a software based two- YubiKey is a USB k

SMS, voice, or push notification to a step authentication token developed by character one-tim¢
user's mobile phone. Requires a Duo Google, and used by Microsoft as well. validated against

Security account.
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onelogin Users  Applications Devices  Authentication

— A -

=3Y4

N

Activity  Security  Settings

Devices
Search All Models/OS ¥ Any Status s
0s Device 0S Version Endpoint Client
Downloaded PKI cert N/A PKI cert
PKI cert
Devi
evice First Installed: 6 minutes ago
Identifier: a6c9( 7f7636f2
Status: Managed
Certificate Fingerprint:
PmBKyBqVOpspigs bwD451P0j2kB4gPESORI{M (D Managed: User has authenticz
Desktop.

ENREES
#Bi5 pki-us.onelogin.com:443 EEAHEE:

pong L n|OneLoginDeviceTrust
Onelogin Inc Intermediate CA
2024/4/23
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Description

&= "l logged into OnelLogin
a challenged for OTP
™ logged into OneLogin
™ ™ challenged for OTP
= logged into OneLogin
logged into OnelLogin
=1 I logged into Onelogin
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Applications

v

Devices

--any event --

Authentication

Activity

v

all events

Security

Risk Score

41

41

36

36

26

28

35

Settings

v

£

FREEANERDE (BT

Medi

logged into OneLogin

Performed by

IP address

When

User

Risk Score

Risk Level

Risk Reasons

Policy

Notes

1. m.123.5

12 days ago (13-Apr 00:02)

Risk: (26/100)

Smart Access:Low / Smart MFA:Medium

* Accessed from a new browser session

s 16:02 (UTC/GMT) is an unusual time of day
» Infrequent access from 1. .123.5

e Low trust for session

MFA User Policy (Pong)

+ Authentication method: Login App.

* Transitions: username -> password

« Correlation_id: 93c66b53- '-84bd-
231178869da7

Cancel

T
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Managed Infrastructure

Administration

Frequents Company: Everything ~
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Asana(Sign in with Google)

] Office 365

Office 365 V2

Quest

Quest Support

(i) sentinelCne:

S1 Partner

tenable

COMMUNITY

tenable COMMUNITY

adws

AWS Single Sign-on
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0l support (tech_of)

**radware

Radware

®

Twitter

facebook.

Facebook

Rure.

Plurk

i) sentinelone

51 Booking

&

SPS

() vmware

vCenter{wt.demo)

@ GobDaddy

GoDaddy

Y Purer

Purel

il sentinelone:

51 Console

©

SB (0IDC)

VERITAS Support

Veritas support

R7%E 5 (Single Sign-0On)

Linked [}

Linkedin
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@ Onelogin Protect

@ OnelLogin Email
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(} WebAuthn_01

onelogin | | | T

BERR

by (ONE IDENTITY WeiCloudTech




Y  Windows 22214

i uﬁﬁwu):E/é',\

k.- AT EELL T pongchang@weicloud.com.tw, WEHE
—— " weicloud-tw-demo.onelogin.com s -

LZSRRE AR “chrome.exe” »  “Google LLC" 121 -

gm

w= IS AN SE B IR TS -

R .
e it

[ HUH }

At e AN P t <
. sl = ol %
Y AR 118 = - - e ) i st £ g 3 - &
- 3 - - . W A 1 . oy
ey vl 1 l»l" " w . . = -
- - g g T i _ "o Powered by dneLogln i Termsgh ‘ Privacy, Policy i R

onelogin

BERR

by (ONE IDENTITY WeiCloudTech




a))

y
nllf
kO
=t
—>H

HO

A —> 2Bz KiE —> WebAuthn
o BEHADM o IRINAMEEE o V) EA!
= WaliEe

o FRREIREHIE

» onelogin

MT

BERR

WeiCloudTech




onelogin

y IDENTITY

Applications

Managed Infrastructure

Frequents

Company: Weicloud TW Demo Account «

adWs

Administration

(® GoDaddy 1] Office 365 (ONE IDENTITY’ @
Rure.
AWS Single Sign-on GoDaddy Office 365 V2 Ol Support (tech_oi) Plurk
D Puret’ QNAP Quest .’ radware ih sentinelone
Pure1 QNAP Quest Support Radware S1 Booking
(lh sentinelone (i) sentinelone () sentinelone @ @
S1 Console S1 Customer S1 Partner SPP SPS
i tenable
@ taptlon COMMUNITY
SSB (0IDC) Taptio
login
y g
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(5] vmware
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tenable COMMUNITY

vCenter(wt.demo)
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Modules

IDENTITY

Applications
Search
App Authorization Type ¥ Users
[:l Office 365 V2 WS-Federation with SAML 1.1 6
AWS  Aws single Sign-on SAML2.0 3
"Il' $1 Console SAML2.0 5
@ SPP SAML2.0 5
@ SPS SAML2.0 5
@ SPP (test) SAML2.0 1
@ syslog-ng StoreBox (0OIDC) OpenlD Connect 0
i PAM Essentials Portal OpenlD Connect 4
4+ | One Identity Cloud OpenlD Connect 4
o L}
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Provisioning

Available

Enabled

Not Available

Not Available

Not Available

Not Available

Not Available

Not Available

Not Available

Total apps

30

Last Updated Visible in Portal
about 1 month ago v

6 months ago v

3 months ago v

6 months ago v

6 months ago v

5 months ago v

6 months ago v

26 days ago

26 days ago
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